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Hosted Customer 

Data Responsibility Checklist 

 

Use this checklist to confirm that all customer-side responsibilities have been completed before going live with K3S and on an 
ongoing basis. Items marked with a notes field should include the responsible owner or relevant detail for your records. 

Customer ________________________________ Completed By ________________________________ 

 

1.  NIGHT FILE GENERATION & DELIVERY 

☐ Responsibility Item Notes / Owner 

☐ 

ERP export jobs built, scheduled, and tested for each required K3S interface 
file (K_INTSUPL, K_INTPROD, K_INTDALY, K_PRODLTM, K_READY, and any 
additional configured files) 

File prefix is always K_ (e.g. 
K_INTPROD.csv). Custom supplier 
file may be K_INTSUPLX.csv. 
Confirm exact file names with K3S. 

☐ 
All files conform to K3S pipe-delimited CSV specification — correct fields, 
correct order, pipe ( | ) delimiter, and a header row in every file including 
K_READY 

 

☐ 
File names follow K3S conventions exactly — fixed names only, no dates or 
timestamps appended (e.g. K_INTPROD.csv, not K_INTPROD_20260601.csv)  

 

☐ 
Birth date applied to files consistently — yesterday's date if End of Day 
(EOD) processing finishes before midnight, today's date if EOD finishes after 
midnight 

 

☐ 
Birth date rule documented internally so it does not change without K3S 
coordination 

 

☐ 
K_READY.csv is generated last — only after all other interface files have 
been successfully created and posted 

 

☐ K_READY.csv contains the correct birth date matching the interface files  

☐ 
Files are delivered to the /interface folder on the K3S SFTP server (files.com) 
— not emailed, not via API, not to any other location 

 

☐ 
SFTP delivery process is automated and runs without manual intervention 
on a nightly basis 

 

☐ 
Monitoring or alerting is in place to detect and notify internal staff of failed 
SFTP delivery 

 

☐ 
File generation schedule aligned with agreed K3S processing window — 
confirmed with K3S during implementation 

 

☐ 
Process confirmed for what happens if EOD runs late — internal team 
knows not to send K_READY if files are incomplete 
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2.  PURCHASE ORDER HANDLING 

☐ Responsibility Item Notes / Owner 

☐ 

Automated process in place to poll the /pos folder on the K3S SFTP server at 
regular intervals — typically 1–15 minutes depending on your business 
needs 

 

☐ 
Duplicate PO checking logic implemented — system checks for previously 
consumed PO numbers before processing (K_INDEX approach) 

 

☐ 
Duplicate handling behavior defined — duplicate POs are ignored and 
disposed of, not re-processed 

 

☐ 
K_POXREF.csv process built — system sends back a cross-reference file 
after each PO is consumed (required unless K3S has specifically configured 
your environment otherwise) 

 

☐ K_POXREF.csv accumulates all PO records consumed throughout the day  

☐ 
K_POXREF.csv is cleared daily — as the last step before K_READY.csv is 
posted each night 

 

☐ PO files are removed from the /pos folder after successful consumption  

☐ 
Internal PO number assignment process defined — system uses either the 
K3S PO number directly or reassigns with internal PO number and sends 
cross-reference 

 

☐ 
Buyers understand the three options if a PO is not received: contact IT, 
resend from K3S, or copy and re-approve as a new order 

 

☐ 
Buyers understand that resending a PO without duplicate checking in place 
may result in a duplicate order 

 

☐ 
Alert path defined for PO SFTP delivery failure — internal team knows who 
to contact if K3S sends a failed delivery alert 

 

☐ 
Cross-reference timer understood — the default is 15 minutes but this is 
configurable per environment; if no K_POXREF is returned within the 
agreed window, K3S will send an alert 

Confirm timer setting with K3S 

 

3.  DATA QUALITY 

☐ Responsibility Item Notes / Owner 

☐ 
K_INTDALY file checked for duplicate records before posting, if K_INTDALY 
is used — not all environments include this file. Use the provided query 
documented at technical.k3s.com/docs/hosted/intdaly 

 

☐ K_PRODLTM file checked for duplicate records before posting  

☐ 

Record count threshold alert configured with K3S for K_INTPROD — this 
threshold applies to K_INTPROD only and is not used on any other file. K3S 
will alert and hold the Night Job if K_INTPROD record count falls outside the 
configured threshold. Default is 80% of prior day count; minimum 
configurable is 50%. 

Confirm threshold % with K3S 

☐ 
Empty file detection configured with K3S — K3S will send an alert if a 
required file contains zero records. K3S does not halt the Night Job for 
empty files. 
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☐ 
ERP on-hand inventory data reconciled regularly — cycle counts or full 
reconciliation performed to keep K3S recommendations accurate 

 

☐ 
Vendor lead time data kept current in ERP — stale lead times result in 
incorrect order timing 

 

☐ 
Vendor catalog and product data updated promptly when suppliers make 
changes 

 

☐ 
Business rule parameters in K3S reviewed periodically — min/max levels, 
order cycles, and item classifications reflect current operations 

 

☐ 
Internal process established for what to do if bad data is posted — team 
knows to withhold K_READY if files are known to be incorrect 

 

☐ 
Copies of submitted interface files retained internally for reference and 
dispute resolution 

 

☐ 
Copies of K3S output files (POs, etc.) retained internally before importing 
into ERP 
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4.  SECURITY & ACCESS 

☐ Responsibility Item Notes / Owner 

☐ Site-to-site VPN tunnel established and tested — Production endpoint  

☐ 
Site-to-site VPN tunnel established and tested — Disaster Recovery 
endpoint 

 

☐ 
VPN tunnel verified compatible with K3S Fortigate firewalls and built on /24 
subnet 

 

☐ 
Unique port assigned and confirmed for K3S application access through the 
tunnel 

 

☐ 
K3S application access is not public-facing — confirmed no external internet 
path to K3S login screen exists 

 

☐ 
SFTP credentials are secured and access limited to authorized personnel 
and automated processes only 

 

☐ 
At least one, up to two Licensee Representatives designated and on file 
with K3S — names and contact details submitted on Order form 

 

☐ 
Process in place to deprovision departing employees from K3S platform 
promptly 

 

☐ 
User access list reviewed periodically — inactive or former employees 
removed 

 

☐ 
Remote users access K3S through your network via VPN hairpin — not 
through a separate individual VPN to K3S 

 

☐ Network security audit scheduled periodically with qualified professionals  

☐ 

Any third-party consultant or contractor given access to K3S systems or 
confidential information (software, documentation, pricing) has a written 
confidentiality agreement in place before access is granted — required 
under your Master Software Subscription License and Services Agreement 

 

 

5.  ALTERNATE SOURCE OFFERINGS (DIVERTERS) 

Complete this section only if the Alternate Source Offerings module is active in your K3S environment. 

 

☐ Responsibility Item Notes / Owner 

☐ Diverter vendor(s) identified and delivery schedule documented  

☐ 
Diverter vendor delivery schedule confirmed with each vendor — day and 
time expected each week 

 

☐ 
Internal process in place to receive diverter offerings files from vendor and 
post to /diverter folder on SFTP server promptly 

 

☐ 
Internal point of contact designated for diverter file timing — someone 
responsible for monitoring and escalating if a file is late 

 

☐ 
Buying team understands the consequence of a late diverter file — that 
week's orders will use standard suppliers at standard prices, with no K3S 
correction 
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☐ 
Buying team understands that diverter purchases can affect the balance of 
primary supplier lines — savings on product cost are real but inventory 
positions may shift 

 

☐ 
Buying team understands that K3S cannot retroactively correct purchasing 
decisions caused by a missed diverter window 

 

☐ 
Process in place to notify K3S as early as possible if a diverter file will be late 
— earlier notice increases the chance of a manual import before Night Job 
runs 

 

☐ 
Team understands that manual diverter imports are a billable service, 
subject to timing and resource availability, with no guaranteed outcome 
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6.  CHANGE MANAGEMENT 

☐ Responsibility Item Notes / Owner 

☐ 
K3S notified at least 2 months before any ERP upgrade that may affect 
interface file structure or content 

 

☐ 
K3S engaged at the earliest stage of ERP replacement or change planning — 
minimum 6 months before go-live 

 

☐ 
Any change to file-generating systems (ERP config, export jobs, field 
mappings) tested against K3S pipe-delimited CSV specification before 
deploying to production 

 

☐ 
K3S notified before any change to file delivery process, SFTP configuration, 
or network setup that could affect data exchange 

 

☐ 
Minor network changes (port adjustments, IP allowlist modifications within 
existing tunnel) scheduled at least 2 weeks in advance during business 
hours 

 

☐ 
Major network changes (new VPN tunnel, subnet change, firewall platform 
change) discussed with K3S before scheduling — coverage and billing 
determined per case 

 

☐ 
Holiday maintenance needs identified and scheduled in advance — all work 
on national holidays is billable at premium rates 

 

☐ 
EOD schedule changes coordinated with K3S before implementation — 
schedule changes can affect birth date consistency and Night Job timing 

 

☐ 
Internal change management process includes a step to assess whether the 
change affects data exchanged with K3S 

 

 

7.  CONTACTS & ADMINISTRATION 

☐ Responsibility Item Notes / Owner 

☐ 
At least one, up to two Licensee Representatives on file with K3S — 
authorized to make decisions, approve plans, and receive notices on behalf 
of your organization 

 

☐ 
K3S support contact (support@k3s.com) and desk hours (Mon–Fri, 9:00 
a.m. – 5:00 p.m. ET, excl. holidays) distributed to relevant staff 

 

☐ 
K3S billing contact (office@k3s.com) known to appropriate finance or 
admin staff 

 

☐ 
K3S account representative contact information on file and distributed 
internally 

 

☐ 
Emergency escalation path known — contact K3S account representative 
directly for urgent issues outside standard support hours; also copy 
support@k3s.com for visibility 

 

☐ 
Invoice review process in place — disputes must be submitted in writing 
within 30 days of invoice date 

 

☐ 
Payment process set up for K3S invoices — due within 15 days of invoice 
date 
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☐ 
Staff aware that outstanding balances may affect project scheduling and 
support access 
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8.  TRAINING & BEST PRACTICES 

☐ Responsibility Item Notes / Owner 

☐ Buyers trained on K3S purchasing best practices before go-live  

☐ 
K3S University (u.k3s.com) access set up for all relevant buyers and 
managers 

 

☐ 
Formal retraining scheduled at least every two years — accounts for staff 
turnover, skill atrophy, and evolving system capabilities 

 

☐ 
Each buyer has access to a modern, updated workstation and supported 
browser with minimal extensions 

 

☐ 
Reliable high-speed internet connection confirmed for K3S application 
access (minimum FCC broadband standard: 25 Mbps down / 3 Mbps up) 

 

☐ 
Company buying strategy defined — service level targets, alternate sourcing 
policies, and forward buying guidelines established 

 

☐ 
Buyer performance targets set and reviewed regularly using K3S reporting 
tools 

 

☐ 
K3S Recommendations page reviewed by management 
(technical.k3s.com/docs/recommendations) 

 

 

Ongoing Responsibilities 

This checklist covers both one-time setup items and ongoing operational responsibilities. Items related to data quality, PO 
handling, diverter timing, and change communication are not one-and-done — they require consistent attention 
throughout your K3S subscription. K3S recommends reviewing this checklist annually and after any significant operational 
change. 

 

Reference Documents 

K3S Data Responsibility Guide (full policies and explanations)  |  technical.k3s.com/docs/hosted (file specs and integration)  
|  technical.k3s.com/docs/supportdefinitions (support policy)  |  technical.k3s.com/docs/recommendations (best practices)  
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